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COURSE LEARNING OUTCOMES:  
      
Upon successful completion of this course, students will be able to: 
1. Discuss the rules, laws, policies, and procedures that affect digital forensics.  
2. Perform the steps included in a digital investigation from the initial recognition of an incident through 
the steps of evidence gathering, preservation and analysis, and the completion of legal proceedings.  
3. Write professional quality reports that include both a summary report and a notes section, which 
describes the technical procedures used in the investigation.  
4. Identify important file metadata and apply their use in a forensic investigation.  
5. Perform a forensic investigation on a forensic image, using various tools to recover evidence, 
resulting in a report documenting the investigation. 
 
COURSE MATERIALS:  
1. Nelson, B., et al. Guide to Computer Forensics and Investigations. 5th edition, Course Technology, 
2015. 
2. Various open source digital forensics tools. 
 
COURSE REQUIREMENTS: 
 
 The successful completion of semester exams and final exam.  
 The completion of all written assignments and projects.  
 The completion of all assigned readings and homework. 
 Attendance and class participation. Students are required to attend classes.  
 
An essential element of this course includes information literacy. “Information Literacy” is the evaluation and 
assessment of integrated information. Students will be able to locate, discern, and effectively use information to 
solve issues and/or problems. 
 
  
COURSE NUMBER & NAME: CST 171 – Digital Forensics Essentials 
 
LECTURE/LAB HOURS: Lecture hours in a computer classroom 
 
CREDITS: 4 credits 
 
PREREQUISITES: ENG 097, and MAT 017, 019, 022 or 119  
 
COURSE DESCRIPTION: Students will learn the fundamental principles of forensic science. This 
hands-on course covers the technical aspects of digital forensics including general forensic procedures, 
imaging, hashing, file recovery, file system basics, identifying mismatched file types, reporting, and 
laws regarding computer evidence.  Students will be introduced to the use of open-source digital 
forensic software tools to conduct forensic examinations. 
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EVALUATION METHODS:  
 
Student performance will be evaluated using the following categories, and the final grade will be calculated 
using the following percentages: 
 
 Attendance and Class Participation    10%  
 Written Assignments      20% 
 Forensics Projects      30% 
 Semester Exams      20% 
 Final Exam        20% 
 
CLASS SCHEDULE:  
 
Week Unit/Content Learning Activities 
ONE Introduction to the digital forensic profession, 
digital evidence laws and professional conduct.   
Reading: Chapter 1, 
sections 1-4, in Nelson 
text. Written assignment. 
TWO Legal investigations, including data recovery, 
gathering evidence, chain of custody, and 
completing the case.  
Reading: Chapter 1, 
sections 5-7, in Nelson 
text. Written assignment. 
THREE Forensic certification requirements, forensic 
security needs, and forensic investigator 
certifications. 
Reading: Chapter 2 in 
Nelson text.  
Written assignment. 
Forensics Project 1. 
FOUR Data acquisition and imaging tools and procedures 
using open source tools.   
Reading: Chapter 3 in 
Nelson text.  
Written assignment. 
FIVE Verification/hashing methods and procedures 
including MD5 and SHA1. 
Semester Exam I. 
Written assignment. 
 
SIX Securing a computer incident or crime scene, 
seizing digital evidence at the scene, and 
guidelines for processing law enforcement crime 
scenes. 
Reading: Chapter 4 in 
Nelson text. 
Written assignment. 
Forensics Project 2. 
SEVEN Selected professional digital forensic tools and 
their functions including court-approved 
AccessData and EnCase. 
Reading: Chapter 6, 
sections 1-2, in Nelson 
text. Written assignment. 
EIGHT Selected open source digital forensic tools and 
their functions, including Wireshark, the 
Coroner’s toolkit, and the Sleuth Kit. 
Reading: Chapter 6, 
sections 3-4, in Nelson 
text. Written assignment. 
EIGHT Microsoft file systems, file structures, and the 
structure of NTFS disks. 
Reading: Chapter 5, 
sections 1-3, in Nelson 
text.  Written assignment. 
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NINE File systems, including FAT, root directory, 
metadata, allocated vs unallocated, and slack 
space. 
 
Reading: Chapter 5 
sections 4-7 and Appendix 
D, in Nelson text.  
Written assignment. 
Forensics Project 3. 
TEN An overview of Linux and Macintosh file systems. 
Semester Exam II. 
Reading: Chapter 7, 
section 1 in Nelson text.  
Written assignment. 
ELEVEN An introduction to digital forensic analysis and 
validation, including what data to collect and how 
to validate the forensic data. 
Reading: Chapter 9, 
section 1-2, in Nelson text.  
Written assignment. 
TWELVE Open source forensic tools for networks and data 
capture, including NetworkMiner, Live RAM 
Capture, and Dumpit. 
Download online 
resources. 
Written assignment. 
Forensics Project 4. 
THIRTEEN Report writing for high-tech investigations, 
including the importance of reports, and 
guidelines for writing a report. 
Reading: Chapter 14, 
sections 1-2, in Nelson 
text.  Written assignment. 
FOURTEEN Expert testimony in digital forensic investigations 
including how to prepare for a testimony and what 
to expect when testifying in court. 
Reading: Chapter 15, 
sections 1-2, in Nelson 
text. Written assignment. 
FIFTEEN Final Exam.  
 
SUGGESTED TEACHING METHODOLOGIES: (e.g. group presentations, research paper, lecture) 
 
Lecture, class discussion, small group work, forensics projects, video resources, and digital forensic websites. 
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MAPPING COURSE LEARNING OUTCOMES 
to LEARNING ACTIVITIES and EVALUATION METHODS 
 
  
Course Learning Outcomes 
(CLOs) 
 
 
Learning Activities 
 
Evaluation Methods 
 
Discuss the rules, laws, policies, 
and procedures that affect digital 
forensics. 
Lectures, class discussions, video clips 
and written assignments on the 
materials incChapters 2, 3, 14, and 15. 
Semester exams, final exams, 
graded assignments, and 
forensics reports. 
Perform the steps included in a 
digital investigation from the 
initial recognition of an incident 
through the steps of evidence 
gathering, preservation and 
analysis, and the completion of 
legal proceedings. 
Lectures, class discussions, video clips 
and written assignments on the 
material in chapters 4, 6, 9, and 14. 
Semester exams, final exams, 
graded assignments, and 
forensics reports. 
Write professional quality reports 
that include both a summary 
report and a notes section, which 
describes the technical 
procedures used in the 
investigation. 
Lectures, class discussions, video clips 
and written assignments on the 
material in chapters 2 and14. 
Semester exams, final exams, 
graded assignments, and 
forensics reports. 
Identify important file metadata 
and apply their use in a forensic 
investigation. 
Lectures, class discussions, video clips 
and written assignments on the 
material in chapters 5, 7, 9 and 
Appendix D. 
Semester exams, final exams, 
graded assignments, and 
forensics reports. 
Perform a forensic investigation 
on a forensic image, using 
various tools to recover evidence, 
resulting in a report documenting 
the investigation. 
 
Lectures, class discussions, video clips 
and written assignments on the 
material in chapters 4, 6, 9, 14, and 15. 
Semester exams, final exams, 
graded assignments, and 
forensics reports. 
 
